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Context



• Play an important role in the analysis and interpretation of vast amount of 

data

• Used in a variety of societal applications

• This highlights critical issue of fairness

• Fair Clustering Algorithms

Clustering Algorithms



• Have not been explored from an adversarial attack perspective

• Adversarial attacks aim to compromise utility of fairness

Fair Clustering Algorithms



• Have not been explored from an adversarial attack perspective

• Adversarial attacks aim to compromise utility of fairness

Fair Clustering Algorithms

• Experiment with adversarial attack to assess vulnerability of fair 

clustering algorithms

• Propose novel model designed to be highly resilient to the proposed 

fairness attack



Scope of Reproducibility



The black-box adversarial attack outlined in the original paper is capable of 

degrading the fairness performance, by perturbing a small percentage of 

protected group memberships, in the examined fair clustering models: Fair 

K-Center, Fair Spectral Clustering, and Scalable Fairlet Decomposition.

Claim 1



Fair K-Center, Fair Spectral Clustering, and Scalable Fairlet Decomposition, 

demonstrate a lack of robustness to adversarial influence, exhibiting 

significant volatility in terms of fairness utility metrics such as Balance and 

Entropy.

Claim 2



Consensus Fair Clustering exhibits high resilience against the proposed 

fairness attack, offering a robust solution for achieving fair clustering.

Claim 3



Methodology



Three state-of-the-art fair clustering algorithms:

• Fair K-Center (KFC)

• Fair Spectral Clustering (FSC)

• Scalable Fairlet Decomposition (SFD)

Robust fair clustering algorithm (introduced by authors):

• Consensus Fair Clustering (CFC)

Model Description



Datasets



Experimental results of reproducibilty study



Claim 1 The black-box adversarial attack outlined in the original paper is capable of 
degrading the fairness performance, by perturbing a small percentage of protected group 
memberships, in the examined fair clustering models: Fair K-Center, Fair Spectral 
Clustering, and Scalable Fairlet Decomposition.

Claim 2: Fair K-Center, Fair Spectral Clustering, and Scalable Fairlet Decomposition, 
demonstrate a lack of robustness to adversarial influence, exhibiting significant volatility 
in terms of fairness utility metrics such as Balance and Entropy.

Claim 3: Consensus Fair Clustering exhibits high resilience against the proposed 
fairness attack, offering a robust solution for achieving fair clustering.

Reproduction Results



Claim 1 The black-box adversarial attack outlined in the original paper is capable of 
degrading the fairness performance, by perturbing a small percentage of protected group 
memberships, in the examined fair clustering models: Fair K-Center, Fair Spectral 
Clustering, and Scalable Fairlet Decomposition.

Claim 2: Fair K-Center, Fair Spectral Clustering, and Scalable Fairlet Decomposition, 
demonstrate a lack of robustness to adversarial influence, exhibiting significant volatility 
in terms of fairness utility metrics such as Balance and Entropy.

Claim 3: Consensus Fair Clustering exhibits high resilience against the proposed 
fairness attack, offering a robust solution for achieving fair clustering.

Reproduction Results

REPRODUCED

PARTIALLY REPRODUCED

REPRODUCED 



Claim 1: Partially Reproduced



Results beyond original paper



Additional Metrics

• Form a better picture of the 

performance of the model

• Provide insights to design 

new attacks



Additional Datasets

• Contribute to evaluating the 

performance of the models in other 

data distributions

• Still indicate that CFC performs 

better than other fairness 

algorithms



Additional Attack Methods

• CFC algorithm demonstrates robustness 

in countering these attacks

• Improvements observed in attack performance with 

this configuration, as compared to the originally 

proposed attack, were marginal



Ablation Study
• Focused on two key hyperparameters alpha (α) and 

beta (β)

• Minimal influence of the α and β hyperparameters 

on the CFC model



• Most results that were provided in the original Robust Fair Clustering 

paper were reproduced.

• Overall CFC had superior performance and was more robust.

Discussion 



• Limited computational resources and time

• Expand the grid search

• More effective attack strategy

Limitations and Future Work



Thank you for your attention!
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