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The attack is capable of degrading the fairness performance, by 
perturbing a small percentage of protected group memberships, 
in the examined fair clustering models: Fair K-Center (KFC) [2], 
Fair Spectral Clustering (FSC) [3], and Scalable Fairlet 
Decomposition (SFD) [4].
 
KFC, FSC, and SFD demonstrate a lack of robustness to adversarial 
influence, exhibiting significant volatility in terms of fairness utility 
metrics such as Balance and Entropy. 
 
Consensus Fair Clustering (CFC) exhibits high resilience against 
the proposed fairness attack, offering a robust solution for 
achieving fair clustering.

Following the original methodology, we selected the number of samples 
used for MNIST-USPS, Office-31, DIGITS, and Yale (cropped and 
uncropped). For MTFL, we balanced the dataset by randomly selecting 
2,000 images (each with and without glasses) 

We experimented with various attack strategies, focusing on the Office-31 
dataset using the SFD algorithm, to evaluate its robustness. Despite the 
marginal improvements, CFC showed resilience to the new attacks.

An ablation study was performed to assess the impact of α, which 
controls the fair clustering loss, and β, which controls the structural 
preservation loss, on the CFC model. The results showed minimal 
influence, emphasizing the robustness of the model’s architecture.

Pre-attack, post-attack (black-box) and random attack results on 
fairness utility (Balance and Entropy) and clustering utility (ACC and 
NMI) for the MNIST-USPS dataset.

Fair clustering algorithms aim to ensure fairness in sensitive applications like 
healthcare, yet their robustness against adversarial attacks has received little 
attention. This study reproduces and extends the work of "Robust Fair 
Clustering" by Chhabra et al. [1], which evaluates fair clustering vulnerabilities 
via a black-box adversarial attack and proposes a robust defense method. 
Our objective is to reproduce the paper’s three main claims:

Fairness Attack
The black-box attack perturbs a small subset of protected group 
memberships (GA) to reduce fairness utility for the remaining group (GD).

Threat Model
The adversary controls GA⊆ G and observes the clustering outputs of a fair 
clustering algorithm (F), aiming to compromise fairness for GD = G/GA.

How it works
The adversary perturbs GA, modifies the dataset by combining GA and GD 
and iteratively adjusts GA to find perturbations that degrade fairness the 
most.

Optimization Approach
Utilizes zeroth-order optimization to identify the best perturbations 
without requiring access to the internal workings of the clustering 
algorithm.

Impact on fairness utility (Balance and Entropy) and clustering utility 
(NMI and ACC) on the MNIST USPS dataset. 

Pre-attack and post-attack (black-box) ratio trends for FSC, SFD, KFC, 
and CFC on fairness utility (Balance and Entropy) and clustering utility 
(ACC and NMI) for the MNIST-USPS dataset.

In the original paper, the authors propose a novel black-box attack that 
aims to reduce the fairness utility of fair clustering algorithms by 
perturbing a small percentage of samples’ protected group memberships.
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